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Randomness and the Universe



Randomness and the Universe

Newtonian physics:

Quantum physics:

Universe is deterministic.

 Wrong!

Does the universe have "true" randomness??



Randomness and the Universe

God does not play dice with the world.

Albert Einstein

Einstein, don't tell God what to do.

Niels Bohr

Does the universe have "true" randomness??



Randomness is an essential tool in modeling and analyzing nature. 

Also plays a key role in computer science.



Randomness and Computer Science



Statistics via (Random) Sampling

Population: 300m Random sample size: 2000

Theorem:  With more than 99% probability,

% in sample  =  % in population ± 2%.



Randomized Algorithms
                           Given a region, in how many different ways 

can you tile it with  rectangles (dominoes)? 2 × 1

 rectanglem × n tilings

- Captures thermodynamic properties of matter.

- Fast randomized algs. can approximately count.

- No fast deterministic alg. known.

 tilings1024

Dimer Problem:



Distributed Computing

Break symmetry with randomness.



Nash Equilibria in Games

Swerve

Straight

Swerve Straight

1 1

2 0 -3 -3

0 2

Theorem (Nash): Every game has a Nash Equilibrium

provided players can pick a probabilistic strategy.

The Chicken Game



Cryptography

"Meet me at 5."

"Meet me at 5."

Adversary
Eavesdropper



Cryptography

"Meet me at 5."

"loru23n8uladjkfb!#@"

"loru23n8uladjkfb!#@"

"loru23n8uladjkfb!#@"

encryption

"Meet me at 5."

decryption

Adversary
Eavesdropper

Shannon:  A secret is as good as the amount of 

                   entropy/uncertainty/randomness in it.



Error-Correcting Codes

Alice Bob

"bit.ly/vrxUBN"

How can Alice still get the message across?

noisy channel

?



Communication Complexity

How many bits need to be communicated??

Are files the same?



Quantum Computing



Randomized Algorithms



Randomness and algorithms

How can randomness be used in computation?

Given some algorithm that solves a problem:

(ii) the algorithm can make random choices

Which one do we focus on?

?

average-case analysis

(i) the input can be chosen randomly 

randomized algorithm



What is a randomized algorithm?

A randomized algorithm is an algorithm 

that has access to random bits.

In 251:
A randomized algorithm is an algorithm that is allowed to call:

- RandInt( )n
- Bernoulli( )p

(we'll assume these take  time)O(1)



What is a randomized algorithm?

A randomized algorithm computes 

a decision/computational problem if _________________. 

                                                                (what?)



Deterministic vs Randomized

For any fixed input (e.g. x = 3):

def A(x):
     y = 1
     if(y == 0):
          while(x > 0):
               x = x - 1
     return x+y

Deterministic

output: invariant

running time: invariant

output: can vary

running time: can vary

def A(x):
     y = Bernoulli(0.5)
     if(y == 0):
          while(x > 0):
               x = x - 1
     return x+y

Randomized



Deterministic vs Randomized

A randomized algorithm computes 

a decision/computational problem if _________________. 

                                                                (what?)



Deterministic vs Randomized

- correctness:                

- running time:                        

A deterministic algorithm  computes 

in time  means:

A f : Σ* → Σ*
T(n)

We require correctness and run-time gurantees

for all inputs.

∀x ∈ Σ*, A(x) = f(x)

   # steps  takes is .∀x ∈ Σ*, A(x) ≤ T( |x | )

!



Deterministic vs Randomized

- correctness:                

- running time:                        

A randomized algorithm  computes 

in time  means:

A f : Σ* → Σ*
T(n)

    ???∀x ∈ Σ*,

    ???∀x ∈ Σ*,

We require correctness and run-time gurantees 
for all inputs.!



these are random

Deterministic vs Randomized

A randomized algorithm  computes 

in time  means:

A f : Σ* → Σ*
T(n)

- correctness:                

- running time:                        

An Attempt:

  ∀x ∈ Σ*,

∀x ∈ Σ*,

A(x) = f(x)

# steps  takes is .A(x) ≤ T( |x | )



Deterministic vs Randomized

A randomized algorithm  computes 

in time  means:

A f : Σ* → Σ*
T(n)

- correctness:                

- running time:                        

An Attempt:

    # steps  takes is .∀x ∈ Σ*, Pr[ A(x) ≤ T( |x | )] = 1

∀x ∈ Σ*, Pr[A(x) = f(x)] = 1

? Is this interesting?



Deterministic vs Randomized

A randomized algorithm should gamble with 

either correctness or run-time.!



Deterministic

Type 1

Type 2

Correctness Run-time

Type 3

Randomized

yes

w.h.p.

always

w.h.p.

always (w.p. 1)Type 0

Type 0:   may as well be deterministic

Type 1:   "Monte Carlo algorithm"

Type 2:   "Las Vegas algorithm"

Type 3:   Can be converted to type 1. (recitation)

∀x ∈ Σ*

≤ T(n)

always ≤ T(n)

always ≤ T(n)

w.h.p. ≤ T(n)

w.h.p. ≤ T(n)

N



Example: Battleship



Example: Battleship
Input:  A battleship board

Output:  Any cell occupied by a ship.



Example: Battleship
Input:      An array  with  n/4  1’s  and  3n/4  0’s.B
Output:   An index that contains a 1.

0 0 0 0 0 0 0 0 1 0 1 0 0 0 1 1
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16



Example: Battleship

repeat:
    i = RandInt(n)
    if B[i] == 1: 
        return i

repeat 500 times:
    i = RandInt(n)
    if B[i] == 1: 
        return i
return “Failed”

for i = 1 to n:
    if B[i] == 1: 
        return i

Deterministic Randomized
Type 1 (Monte Carlo) Type 2 (Las Vegas)

alwaysyes w.h.p. correct:

run-time:

correct:

run-time:

correct:

run-time:

Input:      An array  with  n/4  1’s  and  3n/4  0’s.B
Output:   An index that contains a 1.

O(n) always O(1) w.h.p. O(1)



Example: Battleship

Monte Carlo

Las Vegas

Deterministic

Correctness Run-time

for all inputs

Input:      An array  with  n/4  1’s  and  3n/4  0’s.B
Output:   An index that contains a 1.

always

w.h.p.

w.h.p.

always

"always" "always" O(n)

O(1)

O(1)



Formal Definitions of Randomized Algorithms



Formal Definition:  Deterministic algorithm

- correctness:                

- running time:                        

A deterministic algorithm  computes 

in time  if:

A f : Σ* → Σ*
T(n)

∀x ∈ Σ*, A(x) = f(x)

   # steps  takes is .∀x ∈ Σ*, A(x) ≤ T( |x | )



Each input  induces

a single path.

x

Length of the path is 

.≤ T( |x | )

Deterministic:

Path leads to 

correct output.

Picture:

0

x



Formal Definition:  Monte Carlo algorithm

A Monte Carlo algorithm  computes 

in time  with  probability of error if:

A f : Σ* → Σ*
T(n) ϵ

- correctness:                

- running time:                           ∀x ∈ Σ*,

∀x ∈ Σ*, Pr[A(x) ≠ f(x)] ≤ ϵ

# steps  takes is .Pr[ A(x) ≤ T( |x | )] = 1



Each input  induces

a probability tree.

x

Probability of

incorrect leaves .≤ ϵ

Longest path to a leaf 

.≤ T( |x | )

Monte Carlo:

Bernoulli(0.5)

Bernoulli(0.5) Bernoulli(0.5)

01

1/2 1/2

1/2 1/2

0

1/2 1/2

0

xPicture:



Formal Definition:  Las Vegas algorithm

A Las Vegas algorithm  computes 

in time  if:

A f : Σ* → Σ*
T(n)

- correctness:                

- running time:                           ∀x ∈ Σ*,

∀x ∈ Σ*,

Run-time is  w.h.p.O(T(n))N

Pr[A(x) = f(x)] = 1

# steps  takes .   𝔼[ A(x) ] ≤ T( |x | )



No incorrect leaves.

Each input  induces

a probability tree.

x

Expected length of a path 

to a leaf ≤ T( |x | ) .

Las Vegas:Picture:

Bernoulli(0.5)

Bernoulli(0.5) Bernoulli(0.5)

1/2 1/2

1/2 1/2

0

1/2 1/2

0

0

0

x



More Examples



Input:    integer N

Ouput:  a prime factor of N

Input:    integer N

Ouput:  True if  is primeN

Integer Factorization

isPrime

Generating a (random) prime
Input:    integer n

Ouput:  a (random) -bit primen



Should be able to solve efficiently:

- isPrime

- generate large prime numbers

Should not be able to solve efficiently:

- integer factorization

Most crypto systems start like:
- pick two random -bit primes  and .n P Q

- let  .  N = PQ
- ... more steps ...

system is broken if we can do this!!!

(  is some kind of a "key")N



isPrime

Problems:
- exponential running time.

- tries to factor the input.

def isPrime(N):
    if (N < 2):  return False
    maxFactor = round(N**0.5)
    for factor in range(2, maxFactor+1):
        if (N % factor == 0):  return False
    return True



isPrime
Amazing result from 2002: isPrime  P.∈

Agrawal,  Kayal,      Saxena

undergraduate students at the time

Best known implementation:  time.∼ O(n6)



isPrime

Running time:

A Monte Carlo algorithm with tiny error probability
(say ).1/2300

In practice, everyone uses the Miller-Rabin algorithm (1975).

CMU Prof.

.∼ O(n2)



Prime Number Theorem (informal):

Generating n-bit prime

repeat:
    let N be a random n-bit number
    if isPrime(N): return N

About  fraction of -bit numbers are prime.1/n n

Expected 

running-time:

No poly-time deterministic algorithm is known

to generate an -bit prime!n!

∼ O(n3)



Massively collaborative online mathematical projects

Polymath Projects

…

Timothy Gowers



…




